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Software Security Analysis Course Reform and Practice under the
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Abstract: In the context of new engineering disciplines, in order to solve the problems in the teaching process of software security analysis
courses, a practical system of in class knowledge is constructed with the help of real enterprise projects, forming a teaching model that com-
bines in class and out of class learning, as well as multi—dimensional integration of theory and practice, integrating industry, academia and re-
search. This teaching model takes a practical perspective as the starting point, adopting a hybrid task driven teaching method that combines
practice to promote learning, application of learning, and application to morality. At the same time, the assessment and evaluation index sys-
tem is optimized. At present, this teaching mode has been applied to the network space security major at the University of Electronic Science
and Technology of China for three semesters of teaching practice. From the feedback of selected students and teaching group experts, as well as
the achievement of course objectives, the teaching effect is obvious, effectively enhances students’ self-learning ability, ability to analyze and
solve practical problems, and ability to expand innovation.
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Fig. 1 Teaching system of software security analysis course in the con-
text of emerging engineering

E1 FIMERTREUEREESTREGZER

3 Z—REAXNESEHHFLE

LR R S 3 AGRAR 22 22 LBUT AT DUPEY
AR R A SOE B, BRI 2 R . X B
SEROOTE TR R SE i N L R R R A A TR
— AP b, DIk 248 Tl i 3 T Se B R 4
PR BRI B B G B R XA A B A 9 2R T T
JE 38 3 2 B B K B R Z U KT N AL 5 27 SO 98
PSSPV E S22 N R R L RS N AV A i
Sigp PRSI B TP T 5 P 2o L2 5 80 7 3 5 9 2 A A P 3 7
FFE TR X R A AU 2 T R,
B WY AT LR g ] i TS S IR R x4 22 T
FRARRY SR o A — A B B R B S N O T AR AR
B HRER R, W HE A A A R AR T, T AR SR
P BART I I P T i B B S A
31 HDEHRZE - HEAXFHEMRL

DR R A A G 2 20 R TR BEE RAR B A (W]
A4k, TRk 5 L LA e rh il 2 Y TR, 5 | o A 5 )
AT IR R ]

A 22 AR 2y M R B BEAS IR BER 20 O 8 AAER «
B2 e d ISR 22 b XU Web 2242 4K
(AR N N TN 7 7oy i B A VTENE S D v
TR B F LA A S Hr R . IREPHRAN FZ IR
A BRI AR |, T2 L R R A 1), MBS Y R TR 2R 52 PR

TR A A TR AR O 5 S i <51 -
<r R VA NS 07 O T [P )
|

DAS et g i s K geer R R
XFERR A ISR T M 2

iR Sl AR T
I FEXT BN JARIT.
HARmAs L, 5| | OeRER
=5, 7 ﬁz:}—.t MEEZQE)

Fig. 2 Trinity teaching reform concept
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Fig. 4 Integrated teaching system of politics and lessons
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Fig. 5 Experimental design of software security analysis course
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E6 ZLHREBEZIENTIE
PR, WRITEAR A SR L R B IR . i
3ARAE 2 Z IR R R ST T e o b A R I3 3 K
7. HoH,2020-2021 % 4R A EAT BRAR B0, A 2021~
2022 2 AE R HEAT T AT B . AT LUA L9048 KA YA
M HH 2020-2021 “£4F 9 6 A3 2 2022-2023 S 4R 13 A
F7 NBCMAE B AR T [, B W]~ A i [T PR A 32 A B A
BT
Table 3 Student performance statistics in the past 3 years

R3 E3IFFEMEGSIT

. 904F 80-89 70-79 60-69 6043LATF (AR
AR RRCF. N 04
Pk g 73 73 & 0457)
6 39 8 15 2 13
2020-2021 66
%  47% 10%  18% 2% 16%
10 26 21 3 1 9
2021-2022 71
4% 37 30% 4% 2% 13%
13 17 4 0 0 6
2022-2023 75
33%  43% 10% 0% 0% 15%
40 3 05k
N e wete
35 3 70-79%
=25
O AT (F&s)
30 = o5
2 N
ﬁzo (]

[T
N
X

o

20-21 21-22 22-23
=

Fig.7 Changes in student grades
E7 FEBRSETN
Bl Hr R TR, 2 A ATTAE CTF 3238 op 2 4
5, AR L TR VI 8 - v AT 9 2% 2 A RER TR
AR SR A E R A M e TSR
AR RR T T b E TS AR N 26 A B T R R S X BT

FE AR LR W TEAR A R R 4 4 R R R
JEVIE <A

7 #iE

B2 S o0 A 1R BN AU BLALE DRI AR
A 77 0 2 Tty AP R AL S 5 T SEAE T TR
P AT R K R SERE R S . AL, B R R A
2 2 RN RE 19 T AR XS T 4 3 B 5 U Y A e f
WA R E . A SCTER TR BT S il DL
PABUH 2 LI = — R iR 5 U 55 IR sh 20 Uy 12
i ok TR PRI 45 A DA S BRI B 2 4R Bl G 1 7 2R A
VRSB AR o 1 2 AR A B 2 Ve o3 BT AR DG B e
TR SRR L, ST 7S TR, B gR I A A
ST AT R il s g i R o SR R AR
SRSt R P B B TR IRECE A S H AN RS
[ ARACKE LR 445 J7 TR 2 e . — 2 BRI
DA 27 BRI A Ml 9 B2 PR TC ', A R o A A AR 008 B0 52 B AL
o IR . B RR S IR G R B
PR SR AR, S R R ROR s =R PN BILE
ST S8 AR PEAN RIS IS RIL R, B 8 B e N A7
5 MRS R E R SRR R, SR L REE FF 2k 2
HHEURE SRR RS

Sk

[1] MAB,YEZM,YANG Y X. Chinese-style modernization and the fourth
industrial revolution: risks and responses [J]. Journal of Shandong Uni-
versity (Philosophy and Social Sciences), 2023(1):11-19.

LA et s, PR XKL F gk Tl Fé R ed 53t
(] W ARRFE SR (FFALHFMR), 2023(1):11-19.

[2] WUAH, HOU Y F, YANG Q B, et al. Accelerate the development and
construction of new engineering disciplines to proactively adapt to and lead
the new economy[J]. Higher Engineering Education Research, 2017 (1) :
1-9.

R R, BARE, HAOE, . PR B AR DA 2 HE p AT
2], B TARKEAR,2017(1):1-9.

[3] XIEY, WANG J W, TANG Z H. Construction and research on software
engineering course group for software engineering major under the back-
ground of new engineering [J]. Journal of Hunan University of Engineer-
ing, 2019,29(4):109-113.

W, R, AEA. AT F TSRS TS LR TARRER
L[] #d DA SRS, 2019, 29(4):109-113.

[4] LIAO Y,ZHOU S J, TANG Y. Construction of core curriculum system for
software engineering majors oriented to new engineering disciplines [J].
Higher Engineering Education Research, 2022(4):10-18.

BB, RAWEXR, AN, @éaH ARG TS LSRR R &R
Ul &% T BZHEFHMA, 2022(4):10-18.

[5] QI SM, GONGYE X Y. Research on the software engineering practice
teaching system for new engineering disciplines[ J]. Software Guide, 2020,
19(12):113-116.

FeonAk, B AL\ e A A B TR R RAEFREZAR[]]. &
#F391,2020,19(12) : 113-116.



i ARG, TR B

JT B TR 5

TR L AR HT PR T B 5 S .55

[7]

[10]

[11]

LIU B C. Problem—based learning model in American research universi-
ties [ J]. China Higher Education Research, 2004(10) :61-63.
MNEH. FAMTBARFETRAMGFEIRX[)]. FPRSHAR,
2004(10) :61-63.
LI Q. Ideas on the reform of task—based teaching model based on process
improvement [J]. Higher Education Forum, 2016(2):37-38,43.
Fo ATdamaaas AR X nEiaall] Hiis,2016
(2):37-38,43.
SUN D W, ZHANG Y Q. Analysis on the training model of computer sys-
tem thinking ability under the background of new engineering [J]. Com-
puter Education, 2020(7): 94-97.
FRAVREF . AT T TR LR g 2 B KR AT
[J]. #H3L4E, 2020(7) : 94-97.
ZHAO M F. Deepening the integration of industry and education and pro-
moting the spirit of craftsmanship: taking Qinghai Communications Voca-
tional and Technical College as an example [J]. China Tujiu, 2018 (4) .
65-66.
R AL HARR G TR T R HAY VA i S AR bR R A )
[J]. B 3%, 2018(4) :65-66.
CHEN Z G,SHI J J,KUI X Y. Discussion on the construction of national
first—class undergraduate major in software engineering under the back-
ground of "double first—class" construction [J].
Teaching,2022(6) : 27-40.
FRER, Bad, Brk . “N—A EREF TR IRE LA R
At LR BRI F B RFHF,2022(6) :27-40.
YANG S X, LAN H, CAI Q. Exploration and practice of cultivating com-

Chinese University

puter majors under the background of new engineering[ J |. Computer Edu-
cation,2021(6) :47-51.

B, 2, RE . HIAFF T EMEFLASRBRIRES
F[J]. AT, 2021(6):47-51.

CAIZ H,HE L, YE G, et al. Exploration of the "knowledge transfer+prob-
lem—oriented" teaching model in the computer systems curriculum group

[J]. Computer Education, 2023(10):121-125.

[13]

[14]

[15]

[16]

[17]

IRV RE HR L LR IR B S iR R B RS
HFRXIE[]. FHIAEE ,2023(10):121-125.

LIUW L, WU Y J, FUY G, etal. Exploration of the practical teaching
reform of algorithms and data structures under the background of new en-
gineering[]]. Computer Education, 2021 (7): 73-76.

) ek, RIER ARI,F L B IAF R T IR S B S R RAF
B &L A ,2021(7) :73-76.

REN Y, WANG L N,DU J, et al. Research on the teaching model reform
of computer network courses based on the OBE concept [J]. China Mod-
ern Educational Equipment,2023(5): 146-148.

A, EWA L, A, F . AT OBE 22 & 09 7 SEALR AR A2 3 F AKX
BFRE[I]. ¥ BIARHT E4,2023(5):146-148.

ZHAO J S, YANG B H. Exploration of software analysis and modeling
course teaching from a practical perspective under the background of new
engineering[ﬂ. Computer Education, 2023(10):149-153.

RN PR A A TAH T T AT ERALA R 5 A5 AR
AHFR K], M F ,2023(10) : 149-153.

YANG J K, WANG L K, WANG G Z, et al. Exploration of the teaching
model for thin film physics and technology courses based on industry—uni-
versity—research collaboration: a case study of Changchun University of
Science and Technology [7]. Higher Education Journal, 2024, 10(7) :
102-105.

Mmakyl, BEA L, EEH,F. AT AR AAG GRS L
RBEHFHRXIRE—ARER TR A [J]. HRFA,2024,
10(7):102-105.

RUAN Q,WEN F F,GU M Z, et al. Research on teaching reform of infor-

mation literacy to cultivate complex thinking: a case study of "informa-
tion literacy and practice" course at Zhejiang University of Finance and
Economics [J]. Journal of Academic Libraries, 2024, 42(2): 52-63.
gt By MR, F. BRLARENE LR RFTEETNA
AWM ZRF R EFRS RERRRRFAEAAI]. XF
B 4548 3R ,2024,42(2) :52-63.

(e F R



